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With the growing popularity of 
cryptocurrencies as a means of 
money transfers and investments, 
the risk exposure for traditional 
banks to become passively invol-
ved in crypto-based fraud and 
money-laundering increases.  
Yet only few financial institutions 
have taken precautions against 
risks from cryptocurrencies – the 
majority is not even aware of the 
emerging threat.

Here is what you need to know to 
protect your financial institution.
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Cryptocurrencies are 
coming of age

Since its appearance 15 years ago, 
Bitcoin has developed from a geek toy 
used for online gaming to a respected 
digital currency. While debates about 
the future role and significance of  
this new asset class are still ongoing, 
precedents are set by private, and 
public actors.

Current studies estimate that in the 
United States more than 15% of all 
consumers hold or use cryptocurren-
cies. In some countries in Asia, Africa, 
and Latin America this fraction is at 40% 
as digital currencies are seen as one of 
the cheapest ways to transfer money 
and to decouple from high inflation 
rates of the countries’ fiat currencies.  
The global share is estimated to be at 
6.8% in 2024.

Another proof of cryptos’ increasing 
importance is the fast-growing crypto 
ecosystem: In 2022 the number of 
blockchain wallets was estimated to be 
84 million with a rapid growth of +20% 
per year. Even more astonishing, the 
number of private and publicly available  
crypto currencies is estimated to be 
over 9,000, with more than 70% of the 
market capitalization represented by 

Bitcoin, followed by Ethereum and 
Tether. Nowadays, more than 500 Virtual 
Asset Service Providers (VASP) act as 
gateways between the fiat and crypto 
currency world.

Given how dynamically the crypto 
ecosystem has evolved over the last 
years, many traditional financial insti-
tutions (FI) have meanwhile overcome 
their early skepticism and are eager 
to save their share in this emerging 
financial market. JP Morgan, Barclays 
and Paypal – just to name a few – have 
introduced products and services in 
cryptocurrencies.

Finally, governments around the globe 
have spotted digital currencies as a 
potential future alternative to fiat cur-
rencies and are paving their ways into 
the realm of virtual assets. In 2020, the 
Bahamas debuted with the first Central 
Bank issued Digital Currency (CBDC). 
China followed suit with the introduction 
of the e-Yuan (e-CNY). Other countries  
are in the wings to issue digital  
correspondents to their respective 
currencies. A digital Euro is tentatively 
planned by the European Union for 2028.
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Are cryptocurrencies 
built for fraud and money 
laundering?

Despite the rise of crypto and its 
growing significance for the global 
financial system, many people still 
believe that cryptocurrencies are 
mainly used for criminal activities. This 
perception is heavily influenced by the 
many scams and scandals reported by 
the media especially in the early days of 
crypto. Actually, only 0.34% of the total 
on-blockchain transaction volume was 
sent to wallets which have been iden-
tified as being illicit, says Chainalysis, 
a global vendor for blockchain analy-
tics, in its 2024 Crypto Crime Report. 
Obviously, blockchain technology isn’t 
that popular in bad circles as many 
believe. To better understand this  
misconception we have to look into 
two important “features” of crypto: its  
anonymity and transparency. 

Let’s go with anonymity first. To partake 
in the world of cryptocurrencies, actors 
only need a wallet that is used to receive, 
hold, and send cryptocurrencies. This 
wallet is a unique number, comparable 
to an account number. People or orga-
nizations can hide behind these wallet 
numbers without depositing any perso-
nal data and transact in cryptocurren-
cies in full anonymity, so a widely held 
belief. Even Bitcoin’s mysterious inventor,  
Satoshi Nakamoto, emphasized that 
cryptocurrencies are totally anonymous. 
But this is only partly correct.

Firstly, the unique wallet number does 
not provide full anonymity. It’s rather 
a pseudonym under which actors do 
transactions on a blockchain. Since 
relations between transactions and the 
pseudonym (i.e. the wallet number) are 

preserved on the blockchain, we can’t 
speak about full anonymity. 

Secondly, by doing this, the pseudonym  
leaves some kind of digital trail on 
the blockchain. At least for the publi-
cly available cryptos, all transactions 
are logged on distributed blockchains. 
All transactions ever happened are 
always accessible to everyone. This 
transparency of blockchains is the 
main difference to fiat currencies.  
A coin or note in one’s hand does not 

“carry” and reveal its whole transaction  
history. It’s exactly this transparency 
that has significant impacts on illicit 
activities like money laundering: all  
illicit transactions and involved wallets 
are logged and can be traced on the  
distributed blockchains, while in fiat 
currency individual FIs often only see 
one or two layers of a large fraudulent or 
money-laundering scheme which goes 
across different countries, banks, and 
accounts. With blockchain analytics, 
investigators in compliance depart-
ments or Financial Investigation Units 
(FIU) are able to cluster wallets that 
belong to the same actor even across 
different blockchains, to investigate 
the flows of crypto through the different  
sending and receiving wallets, and 
to classify wallets and transactions 
according to their risk and nature. 

Lastly, at some point, criminals may 
have to draw back on fiat currency 
to obtain cryptos to fund their illegal 
on-blockchain activities, or they have 
to convert cryptocurrencies to fiat cur-
rency to buy - for example - certain 
luxury goods that they only can pay in 
fiat currency. At this exchange between 
fiat and digital world, the link between 
the pseudonym in the crypto world and 
the real world identity may unfold.
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The gatekeepers between 
the two worlds

According to the Financial Action 
Task Force (FATF), the global financial 
crime watch dog, Virtual Asset Service 
Providers (VASP) are natural or legal per-
sons that facilitate exchanges between 
fiat currencies and virtual assets, and/
or between different forms of virtual 
assets, and/or transfer and adminis-
ter virtual assets by using blockchain 
technology.

The majority of VASP are exchanges 
that serve as gatekeepers to the crypto- 
world and back.  They are converting fiat 
currencies like USD or EUR into crypto-
currencies like Bitcoin (BTC) or others, 
and deposit them in a wallet.

Other VASP are Automatic Teller 
Machines (ATM) run with cryptocur-
rencies, and wallet custodians that 
mainly transfer or hold cryptocurrencies  
in wallets.

Coming back to the role of exchanges 
as gatekeepers: As entry and exit point 
to the crypto world, they decide which 
degree of anonymity, or better pseudo-
nymity, they would like to grant to their 
customers, and the level of diligence 
they apply to the identification of their 
customers and the surveillance of their 
activities on the blockchains. From 
this perspective, they play a key role in 
securing the crypto sphere. But not all 
exchanges share the opinion of regula-
tors on how to play this role.
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The regulatory view on 
cryptocurrencies

While only few countries like China or 
Saudi Arabia banned cryptocurrencies 
completely, the majority of countries 
accepts digital assets as financial ins-
truments, although many of them are still 
lacking a general regulatory framework.

However, in most jurisdictions, regula-
tors tried to pick up with the emerging  
risk of the crypto ecosystems and 
imposed AML/CTF including travel 
rule regulations according to the FATF 
recommendations more quickly. By and 
large, most jurisdictions have extended 
the strict regulations from “traditional”  
financial institutions in the world of 
fiat currencies to the players in the  
crypto space. 

For instance, with the 5th AMLD, the 
European Union has extended existing  
AML regulations also to virtual assets. 
VASP in EU-countries have to be 
registered and are subject to existing  
KYC and AML regulations in the respec-
tive country.

But these local regulations are difficult 
to enforce in a global, digital network. 
That’s why the regulators look for  
support from the traditional banking 
sector. In its 2020 guidance, the US 
regulator Financial Crime Enforment 
Network (FinCEN) has extended the 
duties of banks to monitor, identify, and 
report suspicious activities connected 
to crypto, regardless whether a bank 
actively offers crypto services or not.[1]

At this point at the latest, every FI 
should have started to think about its 
crypto risk-exposure.

[1] bit.ly/FinCEN-2020-guidance June 17th 2024
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The hidden risk-exposure

In general, we can distinguish three 
levels of crypto engagement of a FI, each 
associated with a specific risk exposure. 

It may sound counter-intuitive but the 
level with the highest crypto risk is the 
one without any crypto engagement of a 
FI. The reason for this is, that the majo-
rity believes exactly because they don’t 
offer any crypto-related service, they are 
not exposed to any crypto-related risk. 
For many this sound reasonable. But 
turning a blind eye towards crypto risks 
is in fact a dangerous strategy. It is true 
that those FIs are not exposed directly 
to crypto risks, but passively through 
their customers. Unless there are good 
reasons not to assume differently, FIs 
should start with the assumption that 
the overall share of consumers in a 
country engaging in cryptocurrencies 
also represents the share of their cus-
tomer base holding or trading crypto. So, 
in western countries, 15% of an FI’s cus-
tomers potentially expose a crypto risk. 

The risk for a traditional bank beco-
ming part of crypto-based scams or 
money-laundering activities becomes 
obvious once we are looking at a typi-
cal path from fiat to virtual currency 
and back: A fraudster would send fiat 
currency from his bank account to a 
VASP, convert it into a cryptocurrency 
and store it in a crypto-wallet. At this 
point, the FI losses any visibility and 
control over the funds. Once the frauds-
ter has crypto-currency “in his hands”, 
he would conduct illegal activities and 
then try to obfuscate the origins of the 
funds. He would do this by converting 
them into other cryptocurrencies or 
private coins, sending it through nume-
rous illicit wallets or by using so called 
Mixers and Tumblers, crypto-services 
that are explicitly built to launder money. 
Finally, the laundered cryptos would go 
back to a bank account through a VASP 
that turns crypto into fiat currency. 
Unnoticed by his bank.

The second level sets in if a FI decides 
for strategic reasons to take on VASP 
as commercial clients. Again, the FI has 
no visibility in the VASP’s clients’ crypto 
transactions, but the FI has control over 
the level of diligence applied to and by 
the VASP to ensure that it is not involved 
in illicit activities.

At the third level, FIs extend their  
service portfolios to include crypto- 
related services. As already pointed out, 
many traditional banks have embarked 
on this trend already, offering crypto 
services like holding and trading digital 
assets to their clients. Here the crypto 
risk is lowest since the FI has almost 
full visibility and control of a customer’s 
transactions. Modern technologies 
like blockchain analytics tools help to  
analyze and visualize the flow of cryptos,  
their sources and sinks, and the risk 
associated with them. FIs would notice 
once its customer would start to interact  
with bad wallets.

Blockchain analytics tools like Bitfury’s Crystal provide a very 
detailed picture of sources and sinks of crypto and associated risk. 
The picture shows Bitcoins flowing through a meanwhile  
sanctioned wallet
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Recommendations to protect  
against crypto risks

Financial institutions have to take action to effectively protect 
against crypto risks on several levels.

[ A ] UPDATE AML RISK FRAMEWORK

Effective protection starts with risk 
awareness and risk assessment about 
the direct and indirect risks from  
cryptocurrencies. FIs must assess 
which channels, customer group and 
products are prone to crypto risk and 
how to mitigate them. At this stage 
they have to decide on the risk appetite 
regarding cryptocurrencies. Whether 
to follow a strict “no crypto” approach 
and blocking all transactions to crypto 
exchanges, or a limitation of transac-
tion amounts or types of VASP their 
customers are allowed to transact with, 
are important questions that must be 
answered at the onset. 

[ B ] KNOW YOUR CUSTOMER PROCESSES

FIs should extend their customer 
onboarding processes to cover the 
identified crypto risks and ask their 
potential clients whether and how they 
engage in virtual assets. Also, the inten-
tions of the crypto engagement should 
be clarified as part of the extended 
KYC-processes.

[ C ] RISK SCORING

Customer risk models should be 
enhanced to cover identified crypto 
risks and factors. FIs have to decide  
if and to which extend they deem  
customers’ crypto transactions as 
acceptable from a risk perspective and 
under which conditions and limitations.  
The risk score and classification should 
represent the actual behavior of a client 
with regards to crypto transactions  
and the risk these expose to the FI. 
Enhanced due diligence should be 
applied to medium risk customers 
and high-risk customers. Depending 
on a FI’s crypto policy, customer rela-
tionships should be suspended if the 
risk exposure is not acceptable.
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[ D ] ONGOING CRYPTO MONITORING

The ongoing monitoring of customer 
transactions from and to VASP is at 
the core of an effective Crypto-AML  
program. FIs should enhance their tran-
saction monitoring systems in order to 
identify customers that are engaging in 
cryptocurrencies and to assess the risk 
that is associated with this.

Commercial vendors like Mastercard 
provide lists containing bank accounts 
and Bank Identification Codes (BIC) 
used by major crypto exchanges. With 
this data asset FIs can now identify  
the transactions going or coming 
from a crypto exchange. Even more, 
risk-classifications of the known crypto 
exchanges are available. Exchanges that 
follow strict KYC and AML regulations  
are considered low risk, while high-risk 
VASP neither ask for identification of 
the clients in the onboarding process 
nor monitor customer transactions on 
the blockchains. 

[ E ] BLOCKCHAIN MONITORING

If a bank actively engages in crypto ser-
vices like custody services, they need 
to have stricter safeguards in place 
in to order to protect this business. 
Dedicated blockchain AML system that 
analyze and visualize transactions on 
various blockchains can help to get 
better transparency on a customer’s 
behavior and a proper risk-assessment.
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Embracing cryptocurrencies

Independent of the discussion which role digital assets will play 
in the future, they should be accepted as an integral part of the 
modern global financial system. Rather than turning a blind eye to 
the blockchain technology, FIs should take proper actions to protect 
their business against financial crime risks. 

Crypto offers many new opportunities to building new or changing 
existing financial businesses. Traditional FIs with a long-standing 
experience in compliance and IT-security are very well equipped to 
extend their portfolios into the new world and to exploit opportuni-
ties that go along with digital assets.
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“To be clear, exchanges are 
not the only ones with crypto 

risk exposure. These risks are 
not unique to money services 

businesses or virtual currency 
exchangers; banks must  

be thinking about their crypto 
exposure as well. These are areas 
your examiners, and FinCEN, will 

ask you about when assessing 
the effectiveness of  
your AML program.”

[ KENNETH BLANCO, DIRECTOR FINCEN ]
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[ OUR MISSION ]

Helping fight financial 
crime and make the  
world a safer place. 
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IMTF Siron GmbH
Stubenwald-Allee 19 
64625 Bensheim / Germany
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IMTF Dubai
Reef Tower, Unit R30-20 / 30-21
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